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Abstract
This project proposes extensions of formal verification techniques, so as to
bring finite state controllers of hybrid systems within the ambit of the verification framework. These controllers are represented using Kripke Structures
whose states are labelled with Predicates Over Real Variables(PORVs). An
extension to LTL is proposed, for representing the properties, and two model
checking approaches - one automata theoretic and the other symbolic - are
proposed for verifying such properties over PORV labelled Kripke Structures.
The automata theoretic approach is based on the existing on-the-fly verification
technique. Using SMT solvers, the symbolic approach reduces the verification
problem into a usual model checking problem with propositions, which can
be solved using industrial model checking tools. This project also addresses
the problem of model checking under assume properties which may themselves
contain PORVs. Correctness of the proposed model checking approaches are
proven, and case studies are presented for illustrating the toolflow.
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Chapter 1
Introduction
Formal verification refers to the process of verifying and proving by formal
techniques that a given system satisfies a certain property desired of it.
Over the years, formal verification has proven to be immensely helpful in
unearthing design and implementation flaws that are very difficult to be
located by traditional testing techniques. It has grown to be an indispensable
tool in the hardware industry, for ensuring correct designs of ever increasing
complexity, and its obvious benefits have prompted its acceptance in the
software industry also. Today, it is being used for verifying a wide variety of
systems, ranging from priority arbiters to operating system kernels.
The most attractive feature of formal verification is exhaustivity. Formal
verification tools analyze the system under verification and come up with
either a proof of correctness, or give a counterexample, which is essentially a
possible scenario where the system violates the property being verified. The
counterexamples are particularly useful to design engineers, since they help
them know where exactly the system fails the requirement and thus facilitate
easy modification. Due to this reason, significant efforts are being made by
formal verification researchers to develop techniques that provide more and
more realistic counterexamples.
Various techniques have been developed for carrying out the verification
5

process quickly and correctly, overcoming the often huge complexities of the
system under verification. Probably the most popular approach to verification is model checking[4], where the process of verification usually involves
representing the system as a transition system, and algorithmically checking
whether the transition system is a model for the property being verified.
Different formalisms, like Linear Temporal Logic[11] (LTL), Computation Tree
Logic [6](CTL) etc. have been developed for expressing the properties to be
verified. Verification techniques, and industrial tools based on them have
also been developed for verification of various types of systems against such
properties[8, 3, 10].
In the industry, digital circuits domain is where formal verification has found
widest acceptance. Possibly due to this reason, highly scalable techniques
have been developed for verification of digital circuits. Verification of such
circuits involves representing the system as a finite state machine(FSM), and
model checking the FSM against the property to be verified. The current
methodologies for model checking fall into two broad categories[5]:

• Automata theoretic approaches
Automata theoretic model checking [17, 7] proceeds by performing a
depth first traversal of the state space of the system, looking for runs
that refute the property. This approach models the negation of the property to be verified in the form of a special kind of automaton known as
Linear Weak Alternating Automaton(LWAA), and checks for common
runs between the system and the LWAA. The biggest advantage of this
approach is that it doesn’t require the entire state space to be present in
memory at the same time.
• Tableau based approaches
In tableau based techniques[4], the negation of the property is modelled
6

as a closed automaton, known as the tableau. The tableau contains all
those paths that satisfy the negation of the property. Then, the product
of the model of the system with the tableau is computed, and the product
is checked for emptiness. In this approach, the state space is explored
in a non-explicit manner, and hence, this approach is also known as the
symbolic model checking approach.
The success of formal verification in the digital circuits domain has encouraged researchers to come up with verification techniques for other domains as
well, one of the prominent ones being the hybrid systems domain. A hybrid
system differs from a purely digital system in that, in addition to discrete
behaviours, the systems has certain continuous dynamics as well. The verification of such systems is typically carried out by modelling them in the form
of hybrid automata[16, 1, 2]. Hybrid automata have a set of discrete locations,
and a set of real variables. The variables evolve in a continuous fashion in each
discrete location, with the manner of evolution defined by a location-specific
activation function. Significant amount of work has been carried out in the
field of hybrid system verification, and there are quite a few powerful tools
that can carry out the verification in an automated fashion [13].

1.1

Motivation and Problem Description

When digital controllers are developed for controlling environments(plants)
with real valued quantities, the development proceeds through two distinct
phases: The modelling phase during which the control strategy and the specification of the controller is finalized, and the synthesis phase when the controller
is implemented. The specification, and later the implementation, operate by
identifying certain threshold crossings over the various real valued quantities
and performing certain actions whenever the thresholds are crossed. For example, consider a controller that controls the water pump in a steam boiler.
7

water level< 15
¬water level< 15
¬PumpON

¬ water level> 70
q1

q0
water level> 70

PumpON

Figure 1.1: Controller for water pump in a steam boiler
The specification for the controller could be as follows:
1. P1: If the water level is below 10, then the water pump must be ON in
the next time instance.
2. P2: If the water level is above 75, the water pump must be OFF in the
next time instance.
Given the specification, the implementation is built, using the specification
as a reference. However, controller implementations base their actions on more
conservative thresholds than the ones in the specifications, so as to robustly
satisfy the specifications. For instance, a possible implementation of the water
pump controller could be as shown in Figure 1.1.
The thresholds that the specification and the implementation look for can
be expressed in the form of Predicates Over Real Variables(PORVs). Since
the properties that one wishes to verify are obtained from the specification,
formalisms are needed, by which properties over PORVs can be expressed. As
shall be discussed later in greater detail, an extension of LTL is used, that
can express properties(often referred to as assertions) over PORVs in addition
to propositions. Using this extension, it is possible, for instance, write the
properties for the pump controller as follows:
P1 :

G((water level < 10) ⇒ XP umpON )

P2 :

G((water level > 75) ⇒ X¬P umpON )
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It may be noted that the assertions, being derived out of the specification, use
PORVs that are different from the ones that appear in the implementation.
For formally verifying properties over implementations of such controllers, one
may choose between the following options:
1. Perform a closed loop simulation with the controller and the plant together, using hybrid system verification techniques, or,
2. Come up with techniques that will enable open loop verification of the
controller alone.
This work describes techniques for open loop verification of such controllers,
thereby escaping the large computational complexities of hybrid system verification. The controller under verification is modelled as a Kripke Structure,
whose states will be labelled with truth assignments to both PORVs and propositions. Properties are to be written in the extended version of LTL, which
allows the use of PORVs(possibly different from the PORVs that appear in
the Kripke Structure) just like propositions in LTL. By developing techniques
for model checking such properties over PORV labelled Kripke Structures, the
intention is to put in place mechanisms for verifying controllers like the one in
Figure 1.1.
In verification parlance, assume properties are properties that one can expect
the system under verification and its environment to satisfy. Assume properties
are of interest due to 2 main reasons:
1. In real world systems, it is only necessary that the property under verification be satisfied under realistically possible conditions. Many of the
counterexamples that verification process may throw up are often unrealistic, and hence not worthy of attention. Verification under assume
properties attempts to find counterexamples that may actually occur in
the real world operation of the system.
9
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Figure 1.2: Comparison of traditional and the new verification processes
2. Often, the property to be verified is not on the controller alone, but on
the controller and the plant together. For example, in the steam boiler
example, one could wish to verify the property that the water level always
stays within certain levels. These properties cannot be verified through
open loop verification of the controller alone, since it is necessary to
know how the plant will behave in response to various controller actions.
Assume properties can be used as a model of the plant, to verify such
properties.

1.2

Summary of Contributions

Figure 1.2 shows a comparison between the traditional verification of digital
circuits and the process presented in this thesis. The contribution of this
project is the development of methods for carrying out the entire verification
10

paradigm as shown in Figure 1.2(b). For this, the following issues have been
addressed:

• Extension of LTL for defining properties over PORVs. A new extended
version of LTL has been proposed, the formulae in which are interpreted
over real valued traces(explained later in greater detail).
• Development of automata theoretic model checking techniques for verification of properties in the extended logic. An approach based on the
existing on-the-fly approach[7] has been proposed, and proven to be correct.
• Development of tableau based model checking techniques for verification.
A technique is proposed, which uses SMT solvers to reduce the verification problem with PORVs into the standard model checking problem,
that can be handled by industrial model checkers. The correctness of the
proposed approach has been proven, and a tool kit has been implemented,
which can be used for the verification of industrial controllers that control environments with continuously evolving variables. The tool kit has
been used successfully for verifying some real-world digital controllers,
and the results are presented in this thesis.
• Development of techniques to handle assume properties. The tableau
based approach has been implemented in such a way that it allows
the use of assume properties in the verification process. Like assertions, the assume properties are also written in the extended version of
LTL, and can have PORVs different from the ones used by the controller.

11

1.3

Organization of this report

The rest of this document is organized as follows:
• Chapter 2 presents some background material that is required for better
understanding of the rest of thesis.
• Chapter 3 lays down formalisms used for constructing the various model
checking algorithms.
• Chapter 4 presents the automata theoretic approach is presented, including the proof of correctness.
• Chapter 5 describes the tableau based approach, and gives the proof of
correctness. The technique for verification with assume properties is also
presented in this chapter.
• Chapter 6 describes a few case studies, and experimental results.
• Chapter 7 presents the conclusion and the future course of work.

12

Chapter 2
Background
This project deals with development of techniques for specifying properties and
verifying them over digital controllers. For building these techniques, some
established notions and results from the verification domain are leveraged.
These are presented now.

2.1

Linear Temporal Logic

Linear Temporal Logic is a modal temporal logic, where modalities refer to
time. LTL formulae make it possible to specify properties like “The grant
signal is eventually made high”, “The request signal is held high until the grant
signal is made high” etc. and hence are used for describing the future states
of a system. LTL formulae include propositional formulae which describe the
static state of a system, and also temporal formulae constructed using temporal
operators X (next)and U (until), along with the propositional operators ¬ and
∧. These temporal formulae describe the behaviour of the system over all
possible sequences of states starting with the current state. Syntax of LTL
formulae is defined below.
Definition 1 (LTL Syntax). Let P be a non-empty set of atomic propositions.
Then, the set of well-formed LTL formulae over P is inductively defined as
13

follows:
1. If p∈ P, then p is a well formed formula.
2. If φ and ψ are well formed formulae, then ¬φ, φ ∧ ψ, φUψ and Xφ are
well formed formulae.



LTL formulae are interpreted over an infinite temporal structure σ =
s0 s1 ... ∈ (2P )ω . The structure σ = s0 s1 ... is said to satisfy the formula φ,
represented by σ |= φ under the following conditions:
• σ |= p for p ∈ P iff p ∈ s0 .
• σ |= φ ∧ ψ iff σ |= φ and σ |= ψ.
• σ |= ¬φ iff σ 6|= φ.
• σ |= X φ iff σ|1 |= φ.
• σ |= φ U ψ iff for some i ∈ N, σ|i |= ψ and for all j<i, σ|j |= φ.
Here, σ|i denotes the suffix si si+1 ... of σ from state si . In addition to the
operators discussed above, for concisely writing LTL formulae, >, ⊥, Boolean
connectives ∨, ⇒, ⇔ and additional temporal operators F (future), G (globally), and V (release) are also used. The temporal operators are defined as
follows:
1. F φ ≡ >U φ
2. G φ ≡ ¬F¬φ
3. φ V ψ ≡ ¬(¬φU¬ψ)
By using temporal operators X,U and V and Boolean operators ¬, ∧ and ∨,
any given LTL formula can be converted into negation normal form, where
negation is applied to only propositions. So, for this discussion, it is safe to
assume that the LTL formulae are given in negation normal form.
14

2.2

Some notions in automata theory

This section describes certain concepts of automata theory, which find application in the verification of LTL and LTL-like properties. Special emphasis is laid
on the notion of alternation and Linear Weak Alternating Automata(LWAA)
because, as shall be discussed shortly, given a formula to be verified, there
exist procedures for representing it(or its negation) in the form of an LWAA,
which can then be used for easily model checking the property over the system
under verification.

2.2.1

Acceptance of infinite words

Given a finite non-empty alphabet Σ, a finite word can be defined as a finite
sequence a0 a1 ...an of symbols, where ai ∈ Σ for 0 ≤ i ≤ n. The set of
such strings is represented by Σ∗ . An infinite word on the other hand is an
infinite sequence of symbols a0 a1 ..., where ai ∈ Σ. The set of such strings
is represented Σω . Acceptance of finite words by a finite automaton is fairly
straightforward and well understood. However, in the case of infinite words,
different conventions exist on when a word can be considered to be accepted
by a finite automaton. In this discussion, the Co-Büchi acceptance condition
shall be used. The definition of a non-deterministic co-Büchi automaton is as
follows:
Definition 2 (Non-deterministic co-Büchi automaton). A Non-deterministic
co-Büchi automaton is a tuple (Σ, S, s0 , ρ, F), where Σ is a finite non-empty
alphabet, S is a finite non-empty set of states, s0 ∈S is an initial state, F⊆S
is the set of final states, and ρ : S × Σ → 2S is a transition function.



A run r of a Non-deterministic co-Büchi automaton A on an infinite word
w = a0 a1 ... over Σ is a sequence s0 , s1 ..., where s0 = s0 and si+1 ∈ ρ(si , ai ) for
all i ≥ 0. Let Inf(r) represent the set of states that occur in r infinitely often
15

(at least one state will certainly occur infinitely often, since the run is infinite,
and there are only finite number of states). r is said to be accepting if there is
no final state that occurs infinitely often in r, i.e., Inf(r)∩F = ∅. An infinite
word w is said to be accepted by A if there is an accepting run of A on w.
L(A) denotes the set of infinite words accepted by A.

2.2.2

Alternation and LWAA

Non-determinism in a model of computation represents the power of existential branching. That is, given an input string, it can be said to be accepted
by a non-deterministic automaton if there exists at least one accepting run in
the automaton for that string. In contrast, alternation represents the power of
the dual of existential branching that is, universal branching. Presented here
is a brief discussion on the concept of alternating automata. Later, the use of
alternating automata in the verification framework shall be discussed in detail.
For a given set X, let B + (X) represent the set of positive Boolean formulae
over X(i.e., formulae constructed using elements of X, ∧, ∨ and formulae true

and false). Y ⊆ X is said to satisfy a formula θ ∈ B + if a truth assignment

that assigns true to the elements of Y and false to the elements of X\ Y makes
θ evaluate to true. For instance, {s1 , s2 } satisfies s1 ∨ s3 while {s2 } doesn’t.

In a non deterministic automaton A = (Σ, S, s0 , ρ, F), the transition function
ρ maps a state s ∈ S and an input symbol a ∈ Σ to a set of states (a subset
of S). This transition function can be represented using B + (S). For instance,

ρ(s,a)={s1 , s2 , s3 } can be written as ρ(s,a)=s1 ∨ s2 ∨ s3 . It is obvious that, for
non-deterministic automata, the formulae that represent the transition function cannot use Boolean ∧, since from any state, the automata can transit only
to one of the possibly many next states. In an alternating automata, ρ(s,a)
can be an arbitrary formula from B + (S). For instance,
ρ(s, a) = (s1 ∧ s2 ) ∨ (s2 ∧ s3 )
16

is valid, meaning that the automaton accepts aw where a ∈ Σ and w is a word,
from state s if it accepts w from both s1 and s2 or from both s2 and s3 . Thus,
disjunctions represent existential choice whereas conjunctions represent universal choice. Accepting runs of alternating automata are represented by trees
(unlike sequences of states in the case of non-deterministic automata without
alternation), due to universal branching.
Bringing in co-Büchi acceptance in into alternating automata makes it possible
to design alternating automata that accept infinite words over the alphabet.
Naturally, in these automata, accepting runs are represented by infinite trees
in which along no path does a final state occur infinitely often. Within this
class of alternating automata with co-Büchi acceptance, a specific subclass is of
particular interest to the verification community. Known as (Co-Büchi) Linear
Weak Alternating Automata, these automata are alternating automata that
accept infinite words according to the co-Büchi acceptance condition, and also
satisfy an additional interesting property, which is as follows. Let  denote

the reachability relation on the set of states of the automata, i.e., for s, s0 ∈ S,
s0  s iff s0 can be activated by taking zero or more transitions from s. For an
automaton A to be called a (Co-Büchi)LWAA, it is required that, in addition
to A being an alternating automaton that satisfies the co-Büchi acceptance
condition, the relation  is a partial order on the set of states of A.
Intuitively, this property means that the hypergraph of transitions of the au-

tomata does not contain any cycles other than self loops, and hence, every
infinite path in the accepting run should eventually remain stable at some
location s, and the co-Büchi acceptance requires that s ∈
/ F.

17

Chapter 3
Problem Formulation
Before applying any kind of formal verification techniques, one must have in
place formalisms using which the property, and the system under verification
can be described in a non-ambiguous fashion. This chapter describes the various notations used in this project, their syntax, semantics etc.

3.1

Controllers as Kripke Structures

Definition 3 (Predicate Over Real Variables). A Predicate Over a
set var={x1 , x2 , . . . xn } of Real Variables(PORV) is defined by a tuple
hα1 , α2 . . . αn+1 i ∈ Rn+1 and a relational operator ? ∈ {≤, <}. The PORV
represents the inequality α1 x1 + α2 x2 + . . . αn xn + αn+1 ? 0.
A controller for a hybrid system can be defined as a tuple:
G = hQ, I, δ, Q0 , AP, var, Li
where:
• Q is the set of states of the controller,
• Q0 ⊆ Q is the set of initial states,
18



water level< 15
¬water level< 15
¬PumpON

¬ water level> 70
q1

q0
water level> 70

PumpON

Figure 3.1: Water pump controller for a steam boiler (Reproduction of Figure 1.1)
• AP is a set of atomic propositions (labels),
• var is a set of real valued variables,
• I = IB ∪ IP ORV is the set of inputs of the controller, where IB is a set of
Boolean signals and IP ORV is a set of PORVs over var,
• δ ⊆ Q × 2I × Q is the transition relation,
• L : Q → 2AP is a function for labelling the states in Q with propositions
in AP
For example, the constituents of the tuple corresponding to the controller for
controlling the water pump in a steam boiler, shown in Figure 3.1 can be
defined as follows:
• Q = {S0 , S1 }
• Q0 = {S0 }
• AP = {P umpON }
• var = {water level}
• IB = ∅ and IP ORV ={water level < 15, water level > 70}
• δ is as illustrated in Figure 1.1,
• L(S0 ) = ∅ and L(S1 ) = {P umpON }

19

(q0′ , {water level > 15,

(q0′ , {})

water level < 70})

(q1′ , {water level > 15,
water level < 70})

(q1′ , {})

(q0′ , {water level < 70})

(q0′ , {water level > 15})

(q1′ , {water level < 70})

(q1′ , {water level > 15})

Figure 3.2: Kripke Structure for the water pump controller
Kripke

Structure

M

equivalent

to

the

controller

G

=

hQ, I, δ, Q0 , AP, var, Li can be defined as follows :
M = hQ0 , δ 0 , Q00 , AP 0 , L0 i
where:
• Q0 = Q × 2I . A state qi0 ∈ Q0 is a pair hqi , ai i, where qi ∈ Q and ai ∈ 2I ,
• Q00 = Q0 × 2I ,
• δ 0 ⊆ Q0 × Q0 is the transition relation, such that (qi0 , qj0 ) ∈ δ 0 iff
(qi , ai , qj )) ∈ δ.
• AP 0 = AP ∪ I.
• L0 : Q0 → 2AP is a labelling function, such that L0 (qi0 ) = L(qi ) ∪ Ai ,
where qi0 = (qi , Ai )

20

For example, the Kripke Structure equivalent of the controller of Figure 1.1,
shown in Figure 3.2, can be expressed as the tuple hQ0 , δ 0 , Q00 , AP, L0 i where,
• Q0 = {S0 , S1 } × 2{water
• Q00 = {S0 } × 2{water

level<15,water level>70}

level<15,water level>70}

• δ 0 is as illustrated in Figure 3.2
• AP 0 = {P umpON, water level < 15, water level > 70}


Ai ,
s = S0
where qi0 = (qi , Ai )
• L0 (qi0 ) =
 {P umpON } ∪ A , s = S
i
1
A path π = q00 , q10 , . . . in the Kripke Structure is defined as an infinite sequence
0
of states, where ∀i, qi0 ∈ Q0 , q00 ∈ Q00 , and ∀i, (qi0 , qi+1
) ∈ δ0.

3.2

Signal Trace

Let Σ = IB ∪ var ∪ AP denote the set of variables of the controller. IB ∪ var
contains the input variables and AP represents the set of outputs asserted by
the controller.A signal trace (or simply trace) is defined as follows:
Definition 4 (Signal Trace). A signal trace σ, is defined as an infinite sequence
A0 , A1 , . . ., where each Ai ∈ 2IB × R|var| × 2AP .



In other words, a trace is an infinite sequence of valuations of the variables
in Σ. It may be noted that the valuations of the variables in var are real
valued, while the rest are Boolean. A trace σ = A0 , A1 , . . ., simulates a path
π = q00 , q10 , . . . of the Kripke Structure iff for every k:
1. Set of propositions in L0 (qk0 ) is exactly equal to the subset of AP that is
true in Ak , and
2. the valuation of the variables, var, in Ak satisfies each PORV that labels
qk0 .
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3.3

Logic for properties over PORVs

For expressing properties in terms of PORVs, an extended form of LTL is proposed here, which defines formulae over atomic propositions as well as PORVs.
Given Σ = IB ∪var∪AP, the set of variables, well-formed formulae in extended
LTL may be:
• p ∈ IB ∪ AP, >, ⊥
• q, a PORV over var
• ϕ ∧ ψ, where ϕ and ψ are well formed formulae
• ¬ϕ, where ϕ is a well formed formula
• Xϕ, where ϕ is a well formed formula
• ϕU ψ, where ϕ and ψ are well formed formulae
Truth of formulae written in extended LTL are interpreted over signal traces
as defined earlier. The signal trace σ = A0 , A1 , . . . is said to satisfy the formula
ϕ, written as σ |= ϕ under the following conditions:
• σ |= >
• σ 6|= ⊥
• σ |= p, where p ∈ I iff p is made true by A0
• σ |= φ ∧ ψ iff σ |= φ and σ |= ψ.
• σ |= ¬φ iff σ 6|= φ.
• σ |= X φ iff σ |= φ.
• σ |= φ U ψ iff for some i ∈ N0 , σi |= ψ and for all j<i, σj |= φ.
Here, σi is defined as the suffix Ai , Ai+1 , . . . of σ.
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In addition to the operators discussed above, the Boolean connectives ∨,
⇒, ⇔ and additional temporal operators F, G and V are also used. The
temporal operators are defined as follows:
• Fφ≡>Uφ
• G φ ≡ ¬F¬φ
• φ V ψ ≡ ¬(¬φU¬ψ)
The following are examples of well formed formulae in extended LTL:
• GF ((x ≥ 10) ∨ ((y < 5)U (x + y > 15)))
• (speed ≤ 15) ⇔ F G(throttle ≤ 10)
Since formulae in extended LTL are similar to LTL formulae, their truth
can also be interpreted over infinite sequences of truth assignments to the
PORVs and propositions that appear in them. The interpretation is exactly
same as that of traditional LTL formulae, and given a trace, PORVs are
treated just like atomic propositions. If a trace σ |= ϕ, and S be the sequence
of truth assignments that σ gives to the PORVs and propositions in ϕ,
then S|= ϕ. Also, if S is a sequence of truth assignments (to the PORVs
and propositions) that satisfies ϕ, and σ is any trace such that it defines
the same truth assignments to those PORVs and propositions as S, then σ |= ϕ.
A Kripke Structure M is said to satisfy a property ϕ, written as M |= ϕ,
iff there exists no trace σ such that σ simulates a path in M and σ 6|= ϕ.
For example, the Kripke Structure shown in Figure 3.2 satisfies the property
F (water level ≥ 65) ∨ G(water level < 100) (A close look will reveal that this
property, in fact, is a tautology), but not G(water level ≥ 30).
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Chapter 4
Automata Theoretic Approach
It has been shown previously [12, 15] that LWAA characterize precisely the
class of star-free ω-regular languages, which correspond to first order definable ω-languages and therefore also the languages definable using propositional
LTL formulae. Given the nature of extension that has been made to LTL, this
equivalence shall hold for extended LTL also. This equivalence is key to the
correctness of automata-theoretic verification because, given a formula to be
verified, automata theoretic verification begins by constructing the LWAA corresponding to the negation of the property.

4.1

Translation from formulae to LWAA

The construction of the Linear Weak Alternating Automaton Aφ equivalent
to a given formula φ shall now be described. As already discussed,it can be
assumed that the formula is in negation normal form, without any loss of
generality. The automaton is defined as Aφ = (Q, qφ , δ, F ), where Q is the set
of states, containing a location qψ corresponding to every subformula ψ of φ,
and qφ is the initial state. The input alphabet is not explicitly defined, but the
existence of P, the set of PORVs and propositions in φ, is assumed.
Transition function δ can be defined in various ways. One straightforward way
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is to define it as a function from Q × 2P to B + (Q). However, a somewhat more
compact representation commonly used in literature is to define δ as a function
from Q to the set of propositional formulae over P ∪ Q, in which elements of Q
may not occur in negated form. For example, if P = {p1 , p2 }, one could write
δ(q) = (p1 ∧ ¬p2 ∧ q1 ) ∨ (¬p1 ∧ p2 ∧ (q1 ∨ (q2 ∧ q3 )) ∨ (p1 ∧ p2 )
to represent δ(q, {p1 }) = q1 , δ(q, {p2 }) = (q1 ∨ (q2 ∧ q3 )), δ(q, {p1 , p2 }) = true.
One of the major differences between model checking with propositions
and model checking with PORVs is that all truth assignments of PORVs
may not be consistent. This knowledge is used to keep down the number
of outgoing transitions from each state in the LWAA. Once the Boolean
formula representing the transitions is obtained from a state q in the form
of a disjunctive formula, each of the terms that occur in the formula are
checked for satisfiability. Any unsatisfiable term is summarily dropped. For
example, if δ(q) = ((y < 5) ∧ q1 ) ∨ ((x < 7) ∧ (x > 23) ∧ q2 )), it is reduced to
δ(q) = (y < 5) ∧ q1 .
Figure 4.1 gives the rules for defining the transition function, and also an
example automaton, for the property GF p. That an automata with these
transition rules is an LWAA can be proven easily. According to the rules,
there can exist a transition from state qψ to state qχ only if χ is a subformula
of ψ. Since the relation of a formula being the subformula of another obviously
defines a partial order, the requirement of reachability relation defining a
partial order on the set of states is satisfied by this automaton.
Final states of the LWAA are the states corresponding to subformulae
of the form φU ψ. This choice is fairly intuitive. The requirement is that
the automata doesn’t get trapped in qφU ψ . Rather, ψ has to be satisfied at
some future time instant, when the automata can come out of qφU ψ . So, the
accepting runs of the automata are the ones which do not have qφU ψ occurring
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location(q)
δ(q)
qψ (ψ is a literal)
ψ
qXψ
qψ
qψ∧χ
δ(qψ ) ∧ δ(qχ )
qψ∨χ
δ(qψ ) ∨ δ(qχ )
qψU χ
δ(qχ ) ∨ (δ(qψ ) ∧ qψU χ
qψV χ
δ(qχ ) ∧ (δ(qψ ) ∨ qψV χ
(a) Transition Table

p

GFp
¬p

Fp
¬p

p

(b) AGF p

Figure 4.1: Translation from LTL formulae to LWAA[7]
infinitely often. One can see that, given a property ϕ and a trace σ that
satisfies it, the sequence ν of truth assignments that σ gives to the elements
of P shall constitute an accepting run of Aϕ . Likewise, given a sequence ν
that constitutes an accepting run of Aϕ , any trace that defines the sequence
of truth assignments ν to the elements of P will satisfy ϕ.

4.2

Model checking using LWAA

The model checking task is to check whether there exists a path of the Kripke
Structure M corresponding to the controller, that is simulated by a trace that
produces an accepting run of A¬φ (If such a path exists, it represents a counterexample to the property being verified). For this, the product of A¬φ with
M is computed, and checked for emptiness. A popular optimization on this,
that is used during traditional automata theoretic verification, is to perform
the emptiness check on-the-fly-that is, as the product is still being computed[7].
This approach is followed here.
As has been seen already, the LWAA that is constructed from a given formula
goes from one configuration to possibly different configurations for the different
truth assignments of the propositions and PORVs over which the formula is defined. It can thought of as running over ν = ν0 ν1 ...., where each νi correspond
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to different truth values to each of the propositions and PORVs. Runs of an
LWAA(or any alternating automaton) over such sequences give rise to trees,
due to universal branching. A more economical way of representing these runs
is in the form of a directed acyclic graph, where states active along multiple
paths is represented only once. Figure 4.2 illustrates a possible dag for AGF p ,
shown in Figure 4.1(b). It can be seen that each vertical “slice” of the dag represents a set of states that are active simultaneously. Each such set is referred
to as a configuration. For formally defining a run dag and configurations of
an automaton, a set of PORVs and propositions and the Boolean valuation
that makes true precisely the elements of the set is identified. Depending on
whether a formula evaluates to true or not under that valuation, one says that
the set does or does not satisfy a formula. For instance, {q1 , q2 } can be said
to satisfy the formula (q1 ∧ q2 ) ∨ q3 . For a relation r ⊆ S × T , let its domain
be denoted by dom(r), and the image of a set A ⊆ S under r by r(A).
Definition 5 (Run dag). [7]Let A = (Q, q0 , δ, F ) be a Co-Büchi alternating
automaton and ν = ν0 ν1 .... where νi ⊆ P be a temporal structure. A run dag of
A over ν is represented by the infinite sequence ∆ = e0 e1 ... of its edges, where
ei ⊆ Q × Q. The configurations c0 c1 ... of ∆, where ci ⊆ Q are inductively
defined by c0 = {q0 } and ci+1 = ei (ci ). For all i ∈ N, it is required that
dom(ei ) ⊆ ci and that for all q ∈ ci , the valuation νi ∪ ei ({q}) satisfies δ(q). A
finite run dag is a finite prefix of a run dag.
A path in a run dag ∆ is a (finite or infinite) sequence π = p0 p1 ... of locations
pi ∈ Q such that p0 = q0 and (pi , pi+1 ∈ ei fro all i. A run dag ∆ is accepting
iff for all infinite paths π in ∆, no final state occurs infinitely often in π. The
language accepted by A, represented by L(A) is the set of words that admit
some accepting run dag.



There exist necessary and sufficient conditions that can be checked to decide
the emptiness of any LWAA, but checking them happens to be somewhat
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{p}
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Figure 4.2: Use of dag to represent runs
cumbersome. So, a class of LWAA known as simple LWAA is identified, that
gives a much simpler emptiness criterion.
Definition 6 (Simple LWAA). [7] An LWAA A = (Q, q0 , δ, F ) is simple if

for all q ∈ F , all q 0 ∈ Q, all s ⊆ P, and all X, Y ⊆ Q not containing q, if
s ∪ X ∪ {q} |= δ(q 0 ) and s ∪ Y |= δ(q) then s ∪ X ∪ Y |= δ(q 0 ).



This means that, in a simple LWAA, if a final state q can be activated from
some state q 0 for some truth combination s while it can be exited during the
same transition, then it is possible to activate from q 0 all those states except
q that can be activated from q and q0 together, and avoid activating q at all.
The emptiness condition for simple LWAA is as follows:
Theorem 1. [7] Assume that A = (Q, q0 , δ, F ) is a simple LWAA. Then
L(A) 6= ∅ if and only if there exists a finite run dag ∆ = e0 e1 ...en with configurations c0 c1 ...cn+1 over a finite sequence ν0 ν1 .... of truth assignments and
some k ≤ n such that
1. ck = cn+1 and
2. for every q ∈ F , one has q 6∈ cj for some j where k ≤ j ≤ n.
Proof of this theorem has been reproduced from [7] in Appendix A.
It has been shown that, for any formula φ that does not contain any sub
formula of the type X(ϕ1 U ϕ2 ), the automata Aφ is a simple LWAA[7]. But
subformulae of such form can be easily removed from any given formula, because X distributes over U . So, one can say that for any given formula φ, it
is possible to construct a simple LWAA that accepts L(φ), the set of infinite
strings that satisfy φ.
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4.3

On-the-fly Verification Algorithm

The model checking algorithm using LWAAs directly shall now be presented.
The task of the algorithm is to check for common accepting runs of a Kripke
Structure M and an LWAA A. The pseudo code for the algorithm is given
in Figure 4.3. The algorithm is almost exactly same as the one presented in
[7], for on-the-fly model checking for LTL properties with propositions. It is
based on Tarjan’s algorithm for detecting strongly connected components in
a graph [14]. The algorithm explores the product automaton of M with A,
starting from (s0 , {q0 }), where s0 is the initial state of M, and {q0 } is the
initial configuration of A. The algorithm proceeds essentially like a Depth
First Search on pairs (s, C), where s is a state of M, and C is a configuration
of A. The pair (s, C) means that the current configuration of the LWAA is C,
and it is about to consume input s, which is the state of the Kripke Structure.
From any pair c = (s, C), the set succM (s) × succA (s, C) is computed, that

contains all (s0 , C 0 ) pairs to which the product automaton may transit, from
(s, C). Here, succM (s) represents the set of successor states of s in M, and
succA (s, C) represents the set of possible successor configurations of A from
configuration C, for all input truth combinations of PORVs and propositions
that are consistent with the labels of s.An SMT solver is used to perform this
consistency check.
Tarjan’s algorithm assigns to each node of the graph a root, which represents
the oldest node on the DFS stack that is known to belong to the same SCC. The
requirement in model checking is to verify that the product automaton satisfies
Theorem 1. For this purpose, with the root candidate of each SCC, a list is
maintained, of final states that have been found absent in the configuration C
of some pair (s, C) belonging to that SCC. When it is found that a particular
root node has all the final states in its list, the product can be declared to be
non empty. This is because, in the SCC for which that node is the root, one
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procedure Visit(s,C):
let c=(s,C) in
inComp[c]:=false; root[c]=c; labels[c]:=∅;
cnt[c]:=cnt; cnt:=cnt+1; seen:=seen ∪ {c};
push(c,stack);
forall c0 =(s0 ,C0 ) in Succ(c) do
if c0 6∈ seen then Visit(s0 ,C0 ) end if;
if ¬ inComp[c0 ] then

if cnt[root[c0 ]] < cnt[root[c]] then
labels[root[c0 ]]:=labels[root[c0 ]] ∪
labels[root[c]];
root[c]:=root[c0 ];
end if;
labels[root[c]]:=labels[root[c]] ∪ (f lwaa\ C);

if labels[root[c]]=f lwaa then raise Good Cycle
end if;
end if;
end forall;
if root[c]=c then
repeat
d:=pop(stack);
inComp[d]:=true;
until d=c;
end if;
end let;
end Visit;
procedure Check:
stack:=empty;seen:=∅;cnt:=0;
Visit(init ts,{init lwaa});
end Check;

Figure 4.3: LWAA based model checking algorithm
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can have a sequence of pairs, with the first pair same as the last one, such
that for each q ∈ F , there is a pair in the sequence whose configuration does
not contain q. If one looks at the configurations in each of the pairs in this
sequence, it can be seen that they constitute the sequence ck ...cn+1 mentioned
in Theorem 1. The sequence c0 c1 ...ck certainly exists, since the search arrived
at a pair with configuration ck , starting from pair (s0 , c0 ). Though the sequence
of states in the Kripke Structure that lead to a violation of the property has
been obtained, due to the presence of predicates, this sequence corresponds
to many different traces, and it is possible that there be traces that proceed
through these states and yet not refute the property. To find exactly which
traces do refute the property, for each (s, C), it is necessary to keep track of
the intersection regions between the labels of the system at state s and the
input combination by which the transition from C to the next configuration
C 0 (assuming that (s0 , C 0 ) is the next the pair in common run) is marked. Once
a run is found to be accepting, any trace where the variable valuations lie
within the intersection regions for that run is a valid counterexample.
Figure 4.3 shows the pseudocode for the algorithm. It is in fact the same as
in [7]. The difference between the 2 algorithms is in the Succ() procedure.

4.4

Proof of Correctness

By the correctness of Tarjan’s algorithm, if there is an MSCC in the product,
it will be found. And that the product is non-empty if there exists an MSCC
has already been proven. So, the correctness of the technique is captured by
the following theorem:

Theorem 2. The product computed by the proposed technique is non empty
iff the property is violated.
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Proof
Part 1
Suppose that there exists a counterexample trace σ that is simulated by M.
Let σi represent the real value and Boolean assignments that σ makes to the
real variables and propositions in the ith step. Since σ is a counterexample,
there must exist a sequence of configurations C0 C1 . . . of the LWAA that constitutes an accepting path such that the transitions form Ci to Ci+1 is enabled
by σi . Let si be the state of the Kripke Structure corresponding to σi . Existence of σi means that si and the labels from Ci to Ci+1 has an intersection,
and hence, Succ(si , Ci ) shall include Ci+1 . Since between any to configurations
Ci and Ci+1 , the transitions are enabled by si , this sequence will exist in the
computed product also.
Part 2
Suppose that the search gives a counterexample
(s0 , C0 ), (s1 , C1 ) . . . (sk , Ck ), (sk+1 , Ck+1 ) . . . (sn , Cn ), (sn+1 , Cn+1 )
where Ck = Cn+1 . The sequence of configurations C0 C1 . . . is indeed a valid
accepting sequence for the negation of the property. Also, the sequence of
states s0 , s1 , . . . is a valid path in the Kripke Structure. What remains to be
shown is that there exists a trace, that takes M through s0 , s1 , . . ., and takes
the LWAA through C0 C1 . . ..
Since there is an intersection between si and the labels of the transitions from
Ci to Ci+1 , there is at least one possible assignment of real and Boolean values
to the variables and propositions for which the transition is enabled, and the
labels of si are made true. Let the assignment be denoted by ηi . Let the trace
σ be defined as η0 η1 . . .. It is easy to see that σ is simulated by M, and also
defines an accepting path in the LWAA.
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4.5

Chapter Summary

The equivalence between extended LTL formulae and Linear Weak Alternating Automata serves as the foundation for Automata Theoretic Verification.
Given a formula in extended LTL, The LWAA corresponding to its negation is
constructed. Transitions take the LWAA from one configuration to the next,
and these transitions are labelled with truth assignments to the propositions
and PORVs. During model checking, the product of the LWAA and the Kripke
Structure representing the controller is taken, and checked for emptiness. A
transition that exists from the current configuration in the LWAA can be taken
in the product iff the labels of that transition are consistent with the labels of
the current state of the Kripke Structure. Tarjan’s MSCC finding algorithm
is used for checking the product for emptiness even as it is being computed.
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Chapter 5
Tableau based verification
Years of research in the field of tableau based verification (symbolic model
checking) has given rise to amazingly efficient model checkers, that can traverse
huge state spaces within reasonable amounts of time. So, rather than going for
an altogether new model checking algorithm, a reduction from verification with
PORVs to the traditional verification problem, that can be solved by symbolic
model checking, is presented here.

5.1

The Verification Methodology

Given a PORV-labelled Kripke Structure M and a property ϕ, the model
checking task is a search for a trace σ such that σ simulates a path in M and
σ 6|= ϕ. Since the PORVs are defined over dense real valued variables, each
path of M can have infinite number of traces that simulate it. Also, due to
non-determinism, a trace may simulate multiple paths in M.
Let Traces(ϕ) denote the set of traces satisfying ϕ, and let Traces(M)
denote the set of traces that simulate some path in M. The objective is to
T
determine whether Traces(M) Traces(¬ϕ) = ∅.
Let T rue(ϕ, σ, i) denote the set of propositions and PORVs of ϕ that are
made true by Ai on the trace σ = A0 , A1 , . . .. Let T rue(π, i) denote the set
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of propositions and PORVs labelling state qi0 in the path π = q00 , q10 , . . . of the
Kripke Structure. T rue(ϕ, σ, i) and T rue(π, i) are said to be consistent iff:
1. the set of atomic propositions of ϕ in T rue(ϕ, σ, i) and the set of atomic
propositions of ϕ in T rue(π, i) are exactly the same, and
2. the conjunction of PORVs in T rue(ϕ, σ, i) is satisfiable with the conjunction of PORVs in T rue(π, i), that is, there is some valuation of var that
satisfies all PORVs in T rue(ϕ, σ, i) and all PORVs in T rue(π, i).
A sequence, ν = ν0 , ν1 , . . . .., is said to be consistent with a path, π =
q00 , q10 , . . ., of a Kripke Structure, M, iff νi is consistent with T rue(π, i), for all
i ≥ 0.
Lemma 1. For a given PORV-labelled Kripke Structure M and a property ϕ,
M 6|= ϕ if and only if there exists a sequence, ν = ν0 , ν1 , . . . .. over P such that
ν |= ¬ϕ and ν is consistent with some path π in M.
Proof:
Part 1
Assume that there indeed exists a sequence ν, such that ν |= ¬ϕ and ν is
consistent with some path π in M. Since ν |= ¬ϕ, if σ be any trace such
that T rue(¬ϕ, σ, i) = νi for all i ≥ 0, then σ |= ¬ϕ. Since νi is consistent
with T rue(π, i) for all i ≥ 0, for each i, there exists η(i), a Boolean and real
value assignment to the propositions and real values in Σ respectively, such
that it makes true exactly those propositions that are present in T rue(π, i)
(since the set of propositions of ϕ present in in T rue(π, i) and νi are the
same, among propositions of ϕ, it naturally makes true only those that are
present in νi ), and those PORVs that are present in νi or in T rue(π, i).
Trace A = η(1), η(2), . . . is constructed. Since η(i) makes true exactly the
propositions in T rue(π, i), and also all the PORVs in T rue(π, i), A simulates
π. Also, since T rue(¬ϕ, A, i) = νi , A |= ¬ϕ. So, M 6|= ϕ.
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CONTROLLER
G = hQ, I, δ, Q0, AP, var, Li

Property(ϕ)
Extract PORVs

KRIPKE STRUCTURE
M = hQ′, δ ′ , Q′0, AP ′, L′i

CG

Cϕ
PORV Substitution

SMT Solver
M′ = hQ′′ , δ ′′ , Q′′0 , AP ′′, L′′ i
PORV Substitution

M̂′

Disjunction of UNSAT cores(ψ)
PORV Substitution

ϕ̂

ψ̂

M̂′ , G¬ψ̂ |= ϕ̂?
MODEL CHECKER

Figure 5.1: Verification Toolflow
Part 2
Assume that M 6|= ϕ. So, there exists a path π in M, which is simulated by
some trace σ, and σ |= ¬ϕ. From the observations made earlier, it can be seen
that ν |= ¬ϕ, where ν is the sequence ν1 , ν2 , . . . such that νi = T rue(¬ϕ, σ, i).
Since σ simulates π, it must make true only those propositions, and at least
those PORVs, that occur in T rue(π, i), for all i ≥ 0.The existence of σ means
that for all i ≥ 0, T rue(π, i) is consistent with T rue(¬ϕ, σ, i), since both
requirements for consistency are satisfied by σi . So, ν is consistent with π. 

Lemma 1 forms the basis of the proposed verification method. Each path
π in a PORV-labeled Kripke Structure, M = hQ0 , δ 0 , Q00 , AP 0 , L0 i, represents a

sequence over AP 0 , but since AP 0 6= P, truth of ϕ cannot be interpreted over
this sequence directly. However, one can consider all possible sequences over
P that are consistent with π and determine (using standard interpretation of

LTL) whether any of them refutes ϕ. If so, then by Lemma 1, M 6|= ϕ, and
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the path π is simulated by some trace that refutes ϕ.
Therefore,

for a given PORV-labeled Kripke Structure,

hQ0 , δ 0 , Q00 , AP 0 , L0 i,

and

a

property

ϕ,

Kripke

Structure

hQ00 , δ 00 , Q000 , AP 00 , L00 i is developed, as follows:

M

M0

=
=

• Q00 = Q0 × 2Cϕ \CM
• δ 00 = {((s, a), (s0 , b))|(s, s0 ) ∈ δ 0 , a, b ∈ 2Cϕ \CM }
• Q000 = Q00 × 2Cϕ \CM
• L00 : Q00 → 2Cϕ ∪CM , is defined as L00 ((s, a)) = L0 (s) ∪ a.
where CM denotes the PORVs in M. The states of the Kripke Structure M0
are labeled with the PORVs of M as well as ϕ, the truth of ϕ can be interpreted

over the paths of M0 using the standard semantics of LTL. This enables the
use of a standard LTL model checker to check ϕ on M0 . However this check
is not equivalent to checking whether M |= ϕ for the reason explained below.

A state, s, of M0 may have inconsistent labels, that is, the PORVs labeling
s (consisting of the PORVs from M and ϕ) may not be satisfiable together.
The model checker sees these PORVs as just propositions, and is hence incapable of detecting the occurrence of these states. If the model checker finds a
counter-example path π, that contains such a state, then the counter-example
is fictitious. This is because the sequence over P defined by π is not consistent
with the underlying path of M that π represents.
In order to prevent the model checker from coming up with such counterexamples, there are two broad options, namely:
1. Eliminate the inconsistently labeled states from M0 , or
2. Add fairness constraints to prevent counter-examples containing inconsistently labeled states
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The second option is considerably easy to implement and hence it has been
chosen here, and the following steps have been developed to prevent spurious
counter-examples.
1. Take the union, C = Cϕ

S

CM and use a SMT solver to compute the set

of minimal unsatisfiable cores of C.
2. For each unsatisfiable core add a constraint to express that no state in
the path should contain the elements of this core in its labels. This can
be expressed in LTL as the property:
G(¬ψ̂)
where ψ̂ is the disjunction of the UNSAT cores, with the PORVs replaced
by propositions.
The steps of the proposed model checking methodology is shown in Figure 5.1. The steps of this method is demonstrated using the controller G
shown in Figure 1.1. Consider verification of the property G((water level <
10)

⇒

XP umpON ) over G. First, the corresponding Kripke Structure

M is constructed, that is shown in Figure 3.2. Now, M0 is constructed,

which has of two copies of each state in M, one which is labelled with
(water level < 10) and one which is not. For every edge from state q to
state q 0 in M, in M0 , there are edges from both copies of q to both copies

of q 0 . Using an SMT solver, compute the set of UNSAT cores of the set

{(water level < 10), (water level < 15), (water level > 70)} is computed.
Let ψ denote the disjunction of these cores.
ψ = ((water level < 10) ∧ ¬(water level < 15))∨
((water level < 15) ∧ ¬(water level < 70))∨
((water level < 10) ∧ ¬(water level < 70))
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Once ψ is computed, the following replacement is performed on M0 , ϕ and
ψ:
• (water level < 10) ≡ w lt 10
• (water level > 15) ≡ w gt 15
• (water level < 70) ≡ w lt 70
to obtain M̂0 , ϕ̂ and ψ̂ respectively. Now, using an industrial model checker,
ϕ̂ is verified over M̂0 , under the fairness constraint G¬ψ̂.
Lemma 2. A trace σ simulates a path in M0 if and only if it simulates a path
in M(where M0 is defined using M, as shown in Figure 5.1).
Proof:
Part 1
Consider a trace σ = σ1 , σ2 , . . . that simulates some path π1 in M. Let si
and si+1 be any two successive states in π1 . σi and σi+1 make true only those
propositions, and at least those PORVs, that are in L0 (si ) and L0 (si+1 ) respectively. Let X be the set of PORVs present in ϕ but not in M, that are made

true by σi and Y be the same for σi+1 . By the definition of Q00 , s0i = (si ,X)
and s0i+1 =(si+1 ,Y) are present in Q00 . Also, by definition of δ 00 , since (si ,si+1 )

∈ δ 0 , (s0i , s0i+1 ) ∈ δ 00 , and by definition of Q000 , s00 ∈ Q000 . So, sequence of states
s0i constitute a path in M0 . Since the elements of L0 (si ) and X are exactly the
propositions and PORVs made true by σi , σ simulates that path.
Part 2
Let σ be a trace that simulates a path π by M0 . Consider any two states (p,a)
and (q,b) that occur in π, at positions i and i+1 respectively. According the
definition of Q00 , there are states p and q in Q0 , whose labels define the same
truth assignment as (p,a) and (q,b) respectively, for the propositions and the
PORVs present in M. So, σi and σi+1 shall make true the labels of p and q
39

in M. Also, since ((p,a),(q,b)) ∈ δ 00 , (p,q) ∈ δ 0 . Since (q, a) ∈ Q00 ⇒ q ∈ Q0
and(q, a) ∈ Q000 ⇒ q ∈ Q00 for all a, there is a path in M, simulated by σ.

5.2



Proof of Correctness

While verifying ϕ̂ over M̂, a model checker reports as a counter-example any
path in M̂ that refutes ϕ̂ according to LTL semantics. A counter-example so
obtained is actually a path in M, that refutes ϕ. The following theorem, based
on this observation, establishes the correctness of the proposed technique:
Theorem 3. Model checking ϕ̂ over M̂0 under the constraint G¬ψ̂ will produce

a counter-example if and only if M refutes ϕ, and any trace that takes M0

through the path corresponding to the counter-example will be simulated by M,
and will violate ϕ, and hence will be a valid counter-example for ϕ in M.
Proof:
Part 1
Assume that the model checker reports as a counter-example a path in M̂0 .
The labels of this path would define a sequence ν over Aϕ , such that ν 6|= ϕ.
Due to the constraint G¬ψ̂, for any path that the model checker reports, the
corresponding path π in M0 cannot contain a state whose labels are inconsistent. For any state si in π, let ηi denote an assignment to the Boolean and
real variables in var such that, among the elements of AP 00 , only the labels of
si are made true. Define a trace σ = η1 η2 . . .. Since σ simulates π in M0 , it
simulates a path in M too(by Lemma 2). Since ν is the sequence defined by
σ over Aϕ , and σ simulates π, π and ν are consistent. And since ν 6|= ϕ, by
Lemma 1, M 6|= ϕ, and σ is the counter-example trace that simulates a path
in M and refutes ϕ.
Part 2
Assume that M refutes ϕ, and σ is the counter-example trace. By Lemma 2,
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σ simulates a path in M0 . Let it be π. Since π is simulated by a trace, it
cannot contain any inconsistent states. So, the constraint G¬ψ̂ is satisfied by
the path π 0 in M̂0 corresponding to π. Also, since σ 6|= ϕ, the sequence ν

that σ defines over Aϕ shall also refute ϕ. Thus, π shall refute ϕ, and π 0 shall
refute ϕ̂, according to LTL semantics. Hence, the model checker will report as
counter-example the path π 0 , which corresponds to π, the path simulated by
σ in M0 .

5.3



Verification with assume properties

Verification, as seen so far makes no assumptions about the system being
verified. While this offers better coverage, it may give unrealistic counterexamples (e.g.: Ambient temperature switches between 0 and 1000 in alternate
seconds). There is a very real possibility that a real counterexample goes unnoticed among the thousands of false ones. Making realistic assumptions about
the environment, that represent the expected behaviour of the environment in
the real world can help in obtaining better counterexamples.
Yet another reason for bringing in assume properties is the need to verify properties over the controller and the plant together, and not just on the controller.
In such situations, verification is not possible without using a suitable model
of the plant. Assume properties over the plant can serve as plant models, enabling the verification in such cases.
By building on the symbolic approach, a method has been developed for incorporating assume properties in the verification framework. The assume properties are to be written in extended LTL. Like extended LTL assertions, the
assume properties can also have PORVs that are different from the ones that
appear in the Kripke Structure, but they should be over the same set of real
variables. In addition, the PORVs that appear in the assume properties, and
the assertions to be verified may aslo be different.
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Given a Kripke Structure M, a property ϕ and an assume property λ, the
Kripke Structure M0 is defined as before, but instead of Cϕ , Cϕ ∪ Cλ is con-

sidered, where Cλ is the set of PORVs in λ. That is, the PORVs that appear
in λ are treated in a similar manner to the PORVs that appear in ϕ. Then,
the PORV substitution is carried out on λ too, in addition to M0 and ϕ.
As an example, consider the controller shown in Figure 1.1. Suppose that
the property ϕ = G(water level > 5) is to be verified, subject to the assume
property λ = G(water level > 7 ∧ p1 on ⇒ X(water level > 10)). After

constructing the Kripke Structure M, M0 is obtained by splitting each state
into 8 different states, each labelled with a different truth assignment to the
PORVs in {(water level > 10), (water level > 7), (water level > 5)}. ψ in
this case will be ((water level > 10) ∧ ¬(water level > 7)) ∨ ((water level >
10) ∧ ¬(water level > 5)) ∨ ((water level > 7) ∧ ¬(water level > 5)). The

PORVs in M0 , λ, ϕ and ψ are substituted with propositions to get M̂0 , λ̂, ϕ̂
and ψ̂ respectively. Now, ϕ̂ is checked over M̂0 subject to assume properties
λ̂ and ψ̂.

5.4

Chapter Summary

Given a PORV labelled Kripke Structure and a property in extended LTL, one
can use industrial model checkers to solve the problem of checking the property over the Kripke Structure, by reducing it into a standard model checking
problem with only propositions. The major hurdle in doing so is to ensure
that the truth assignments to the various PORVs are consistent. This is done
by adding an assume property, that enforces the requirement that no conflicting PORVs may be true together. To find such combinations(UNSAT cores)
among the PORVs labelling the Kripke Structure and the PORVs appearing
in the property, one can make use of SMT solvers. While model checking with
assume properties, in addition to the PORVs from the Kripke Structure and
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the assertion, UNSAT cores are computed over the PORVs from the assume
property as well.
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Chapter 6
Case Studies and Experimental
Results
As a part of this work, a tool kit has been developed implementing the methodology illustrated in Figure 5.1. It uses MALL[18], a tool that uses lp solve
package in the back end, for computing the unsatisfiable cores and the Synopsys Magellan tool [10] as the model checker. The tool kit has been used
for verifying two digital controllers, both of which control hybrid plants. The
results of the experiments are presented in this chapter. These results were
taken on a 2.0GHz 8-core Intel Xeon with 64GB RAM.

6.1

Steam boiler controller

The first case study presented here is that of a controller that controls the
pumps in a steam boiler. This controller is based on the one described in [9].
The task of the controller is to appropriately turn ON/OFF two pumps that
feed water into the boiler, and also open/close a valve that releases water from
the boiler. the controller has 7 states, as shown in Figure 6.1. Among these,
the states BOTH ON, ONE ON and BOTH OFF are the normal operating
modes. The transitions from one state to another are labelled with PORVs.
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An advantage with this example is that the PORVs used by the controller are
visible, and hence, it is easy to formulate the modified Kripke Structure and
property (but this may not always be the case). Using the proposed approach,
this controller has been verified against properties written using PORVs that
are different from the ones labelling the transitions, but are defined over the
same real valued variable w. To demonstrate that real counter-examples are
not missed, such properties have also been verified, that the controller is not
expected to satisfy, and also those that are otherwise satisfied by the controller,
after introducing faults in the controller implementation, that would create
counter-examples for those properties.
The properties that hold are:
• If a pump is on currently, and water level remains above 27 for 3 consecutive time instants, in the state after that, both pumps will be off.
ϕ1 = G(p1 on ∧ G3 (w > 27)) ⇒ X3 ¬p1 on
(Gi ψ denotes that ψ holds for i consecutive time instants, including the
current one, and Xi ψ to specify that ψ holds after i steps).

• If the steam boiler is in operation but not in a normal operating mode,
and is waiting, the steam rate is zero and the water level is between 16
and 19 for 3 time instants, normal operation is entered.
ϕ2 = G(¬n op ∧ ¬stopped ∧ G3 (waiting∧
¬steam rate neq 0 ∧ w ≤ 19 ∧ w ≥ 16) ⇒ X3 (n op))
• If the controller is in one of the normal operating modes and the water
level falls below 7, within 2 transitions, the controller goes to STOP, or
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turns both pumps on.
ϕ3 = G((n op) ∧ w ≤ 7 ⇒ (XF2 (p2 on ∨ stopped)))
(Fi ψ denotes that ψ holds within i time steps, including the current one.)
Counter-examples are obtained in the following cases:
• If the boiler is not in STOP, and the water level falls below 5, the boiler
stops within 2 steps.
ϕ4 = G((¬stopped) ∧ (w < 5) ⇒ XF2 (stopped))
• If both pumps are on, and the water level stays above 25 for 3 time
instants, at least one pump is turned off. (Counter-example obtained if
pumps are not turned off in STOP mode).
ϕ5 = G((p1 on ∧ p2 on ∧ G3 (w ≥ 25)) ⇒ X3 ¬p2 on)

6.1.1

Assume properties

Properties have been checked over boiler controller example under assume
properties too. As already mentioned, the assume properties are formulae in
extended LTL, with PORVs over the same real valued variables as the Kripke
Structure.
Assume Properties:
w ≥ 15 ∧ X¬(w ≥ 15) ⇒ (X(10 ≤ w) ∧ XX(10 ≤ w))
w ≥ 20 ∧ X¬(w ≥ 20) ⇒ (X(15 ≤ w) ∧ XX(15 ≤ w))
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IDLE
{}

waiting ∧ rate neq 0

STOP
{stopped}

waiting∧
¬rate neq 0
∧15 ≥ w

¬waiting

⊤

waiting∧
¬rate neq 0
∧w ≥ 20
TOO
HIGH
{v open}

(w > 30) ∨ (w < 5)
waiting∧
¬rate neq 0
(20 ≥ w)

TOO
LOW

∧15 ≤ w ≤ 20

{p1 on}
¬(15 ≤ w)

¬(20 ≥ w)

(25 ≤ w ≤ 30)
∨(15 ≤ w ≤ 20)

BOTH
OFF
{n op}

(10 ≤ w ≤ 25)∧
¬(15 ≤ w ≤ 20)

25 ≤ w ≤ 30

15 ≤ w

25 ≤ w ≤ 30
BOTH ON
{p1 on,
p2 on,
n op}

(15 ≤ w ≤ 20)

5 ≤ w ≤ 10
(w > 30) ∨ (w < 5)
(10 ≤ w ≤ 25)∧
¬(15 ≤ w ≤ 20)

5 ≤ w ≤ 10

ONE ON
{p1 on,
n op}

(15 ≤ w ≤ 20)
(w > 30) ∨ (w < 5)

Figure 6.1: Controller for steam boiler pumps
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w ≥ 10 ∧ p1 on ⇒ (X(w ≥ 15))
Properties found to be satisfied:
n op ⇒ (w ≥ 5)
Assume Properties:
ϕ6 = ¬(w ≥ 25) ∧ X(w ≥ 25) ⇒ (X(w ≤ 30) ∧ XX(w ≤ 30) ∧ XXX(w ≤ 30))
ϕ7 = w ≤ 30 ∧ ¬p1 on ⇒ (X(w ≤ 23))
Properties found to be satisfied:
n op ⇒ (w ≤ 30)
The experimental results are shown in Table 6.1.
Controller
Boiler Controller
Boiler Controller
(assume properties)
Boiler Controller
(modified)

Property No. of States
ϕ1
7 ∗ 212
ϕ2
7 ∗ 213
ϕ3
7 ∗ 212
ϕ4
7 ∗ 211
ϕ6
7 ∗ 211
ϕ7
7 ∗ 212
ϕ5

7 ∗ 211

No. of UNSAT Cores
67
79
67
56
56
67

Time to compute
UNSAT cores
0.04s
0.06s
0.04s
0.03s
0.03s
0.04s

Time for
Model Checking
28s
35s
35s
25s
35s
36s

Proven?(Yes/No)
Yes
Yes
Yes
No
Yes
Yes
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0.03s

28s

No

Table 6.1: Results for Steam Boiler Controller

6.2

Automatic Transmission Controller

The proposed approach has also been used to verify a controller designed
for controlling the gear positions of a vehicle. This controller is based on
an embedded controller implemented in Simulink/Stateflow.

As can be

seen in Figure 6.3, the controller has four different gear positions to choose
from, and the transition from one gear to the next is decided based on the
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(a) Upper Threshold

(b) Lower Threshold

Figure 6.2: Lookup tables for computing upper and lower threshold speeds for
given gear and throttle (from Stateflow)

c1

c2

{gear eq 2}

{gear eq 1}

c6
¬c1

c3

¬(c2 ∨ c6 )

{gear eq 3}

c5

{gear eq 4}

c4
¬(c3 ∨ c5 )

¬c4

c1 = (t ≤ 25 ∧ (s − 10 > 0)) ∨ (¬(t ≤ 50) ∧ (t ≤ 90) ∧ (15s − 8t + 55 > 0)) ∨ (¬(t ≤ 25) ∧ (t ≤ 35) ∧ (2s − t + 5 > 0))
∨(¬(t ≤ 35) ∧ (t ≤ 50) ∧ (40s − 17t − 90 > 0)) ∨ (t > 90 ∧ (s − 40 > 0))
c2 = (t ≤ 35 ∧ (s − 30 > 0)) ∨ (¬(t ≤ 35) ∧ (t ≤ 50) ∧ (15s − 11t − 65 > 0))
∨(¬(t ≤ 50) ∧ (t ≤ 90) ∧ (40s − 29t − 190 > 0)) ∨ (t > 90 ∧ (s − 70 > 0)) ∧ (s − t < 0))
c3 = (t ≤ 35 ∧ (s − 50 > 0)) ∨ (¬(t ≤ 35) ∧ (t ≤ 50) ∧ (3s − 2t − 80 > 0))

∨(¬(t ≤ 50) ∧ (t ≤ 90) ∧ (s − t − 80 > 0)) ∨ (t > 90 ∧ (s − 100 > 0))

c4 = (t ≤ 5 ∧ (s − 35 < 0)) ∨ (¬(t ≤ 5) ∧ (t ≤ 40) ∧ (7s − t − 240 < 0)) ∨ (¬(t ≤ 40) ∧ (t ≤ 50)
∨(¬(t ≤ 50) ∧ (t ≤ 90) ∧ (4s − 3t − 50 < 0)) ∨ (t > 90 ∧ (s − 80 < 0))

c5 = (t ≤ 5 ∧ (s − 20 < 0)) ∨ (¬(t ≤ 5) ∧ (t ≤ 40) ∧ (7s − t − 135 < 0))
∨(¬(t ≤ 40) ∧ (t ≤ 90) ∧ (2s − t − 10 < 0)) ∨ (t > 90 ∧ (s − 50 < 0))
c6 = (t ≤ 50 ∧ (s − 5 < 0)) ∨ (¬(t ≤ 50) ∧ (t ≤ 90) ∧ (8s − 5t + 210 < 0)) ∨ (t > 90 ∧ (s − 30 < 0))

Figure 6.3: Automatic Transmission Controller
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truth of certain PORVs. However, unlike the previous example, in this case,
the PORVs are not directly visible in the implementation. The controller
computes in software upper and lower thresholds of speed for the current gear
position and throttle value, compares them with the current speed, and the
gear is shifted up or down as necessary. Figure 6.2 shows the lookup tables
used for determining the upper and lower thresholds. The thresholds for
intermediate values of throttle are calculated by linear interpolation. Since
the functions used for computing the thresholds are linear, the result of the
comparisons can be represented as linear predicates over the variables speed
and throttle, as shown in Figure 6.3.

The properties that hold include:
• If for consecutive the speed remains above 110 for 3 time instants, and
also 3s-2t>80, the gear will be in position 4(s denotes speed, and t throttle).
ϕ8 = G(G3 (s > 110 ∧ 3s − 2t > 80) ⇒ X3 (gear eq 4))
• Always, if the speed falls below 5, the gear goes down by one position, if
possible.
ϕ9 = G(((gear eq 2 ∧ s < 5) ⇒ X(gear eq 1))
∧((gear eq 3 ∧ s < 5) ⇒ X(gear eq 2))
∧((gear eq 4 ∧ s < 5) ⇒ X(gear eq 3)))
The following properties are falsified:
• If the speed is in [35,50) and throttle is in (40,50], the gear doesn’t change.
ϕ10 = G((35 < s ≤ 50) ∧ (40 < t ≤ 50) ⇒
50

((gear eq 1 ⇒ X(gear eq 1))∧
(gear eq 2 ⇒ X(gear eq 2))∧
(gear eq 3 ⇒ X(gear eq 3))∧
(gear eq 4 ⇒ X(gear eq 4)))
• If the speed is greater than or equal 40 and also twice the throttle value
for 5 consecutive time instants, then the gear will be at position 4.
ϕ11 = G(G5 (s ≥ 40 ∧ s ≥ 2t) ⇒ X5 (gear eq 4))
The experimental results are shown in Table 6.2.
Controller
Transmission Controller

Property No. of States
ϕ8
235
ϕ9
235
ϕ10
234
ϕ11
236

No. of UNSAT Cores
3075
3077
2896
3511

Time to compute
UNSAT cores
95.70s
88.48s
81.18s
127.87s

Time for
Model Checking
175s
134s
122s
167s

Proven?(Yes/No)
Yes
Yes
No
No

Table 6.2: Results for Automatic Transmission Controller
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Chapter 7
Conclusion and Future Work
This project addressed the problem of verifying digital controllers for hybrid
plants, by developing model checking techniques for PORV labelled Kripke
Structures. Formalisms have been developed for representing LTL-like properties with PORVs, where the PORVs could possibly be different from the
ones labelling the states of the Kripke Structures. For verification, a symbolic
model checking technique and an automata theoretic model checking technique
have been proposed. The automata theoretic approach builds on the existing
on-the-fly verification techniques, while the symbolic approach involves reducing the new model checking problem into a standard model checking problem
with propositions, and solving it using industrial model checking tools. SMT
solvers are used for making this reduction. Both the proposed approaches
have been proven to be correct. A tool kit has been built around the symbolic
model checking approach, and has been found to give good results with fairly
large state spaces. The ability to verify properties under assumptions have
been built into the tool, and the technique has been proven to be effective in
verifying properties over controller-plant combinations.

52

7.1

Future Work

Following are some of the avenues that remain to be explored:
• Automatic extraction of PORVs from software: As seen in Chapter 6, some controllers, like the Automatic Transmission Controller may
be implemented in software, and the PORVs might not be readily observable. Currently, the extraction of PORVs from such models is done
manually. It would be an interesting exercise to try and extract the
PORVs from these models automatically, by static analysis of software.
• Learning PORVs from simulation traces: Another alternative,
when the PORVs are not known beforehand, is to use machine learning
techniques to learn the PORVs from simulation traces of the controller.
This approach requires that the truth values of the unknown PORVs be
available in the traces. Work has already begun in this direction, and
it has been found that Support Vector Machines are a good choice for
learning the PORVs.
• Mining assume properties: As seen in Chapter 5, assume properties
are helpful in coming up with better counterexamples during verification.
However, often, the assume properties may not be explicitly specified
by the designer. If so, the assume properties can be identified from
simulation traces of environment models. SVMs can be used to learn the
PORVs over which the assume properties may be written. A technique
for mining the assume properties themselves, given the PORVs, is still
under development.
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Appendix A
Proof of Theorem 1[7]
The following proof has been reproduced from [7].

Part 1(“If”)
Consider the infinite dag ø = e0 . . . ek−1 (ek . . . en )ω . Because ck = ck+1 , it is
obvious that ø is a run dag over σ = s0 . . . sk−1 (sk . . . sn )ω ; we now show that
ø is accepting. Assume, to the contrary, that π = p0 p1 . . . is some infinte path
in ø such that pi ∈ F holds for infinitely many i ∈ N. Because A is an LWAA,
there exists some m ∈ N and some q ∈ Q such that pi = q for all i ≥ m. It
follows that (q, q) ∈ ei hlods for all i ≥ m, which is impossible by assumption
(2) and the construction of ø. Therefore, ø must be accepting and L(A) 6= ∅.

Part2(“Only if”)
Assume that σ = s0 s1 . . . ∈ L(A), and let ø = e0 e1 . . . be some accepting run
dag of A over σ. Since Q is finite, ø can contain only finitely many different
configurations c0 , c1 . . ., and there is some configuration c ⊆ Q such that ci = c
for infinitely many i ∈ N. Denote by i0 < i1 < . . . the ω-sequence of indexes
such that cij = c. If there were some q ∈ F such that q ∈ ej (q) for all
j ≥ i0 (implying in particular that q ∈ cj for all j ≥ i0 ) then ø would contain
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an infinite path ending in a self loop at q, contradicting the assumption that ø
is accepting. Therefore, for every q ∈ F there must be some jq ≥ i0 such that
(q, q) 6∈ ejq . Choosing k = i0 and n = im − 1 for some m such that im > jq for
all(finitely many) q ∈ F , we obtain a finite run dag ø as required.
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